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Important
The following functions are for reference only. Some series products may not
support all the functions listed below.



Cybersecurity Recommendations

Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get fAhackedo i s
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

ANice to haved recommendations to improve your

1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:
Change default HTTP and TCP ports for systems. These are the two ports used to communicate
and to view video feeds remotely.
These ports can be changed to any set of numbers between 1025-65535. Avoiding the default
ports reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL.:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices

and recorder.

4. Enable IP Filter:
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Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing
the system.

5. Change ONVIF Password:
Onolder I P Camera firmware, the ONVIF password does n
credentials. You will need to either update the can
change the ONVIF password.

6. Forward Only Ports You Need:
., Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of
numbers to the device. Do not DMZ the device's IP address.

You do not need to forward any ports for individual cameras if they are all connected to a recorder

on site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:

Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials
from accessing the system.

8. Use a Different Username and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.

9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and
functions they need to use to perform their job.

10. UPnP:
. UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials
defaulted, you may end up with unwanted visitors.

If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real

applications.
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11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.

12. Multicast:
Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.

13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.

14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.

viii



1 Network Config

1.1 Network Connection

There are mainly two connection modes between network speed dome and PC. See Figure 1-1 and
Figure 1-2.

éﬁ ® Network Cable
= or
Bap)
(g
|
Network PTZ Network Speed Computer
Camera Dome
Figure 1-1

Network

Router or Switch

or ‘
ob!
L

Network PTZ  Network Speed

Camera Dome

Computer

Figure 1-2

Note:

The models presented in the figure are for reference only.

In order to describe operation steps more conveniently, both network speed dome and network

PTZ camera will be called ACameraohereinafter.
The IP address of all the intelligent speed domes is 192.168.1.108 by default when they are delivered
out of factory; it needs to plan available IP segment reasonably according to practical network
environment in order to make intelligent speed domes get access to network smoothly. Users can
modify IP address via quick config tool in the disk, please refer to <<Quick Configuration Tool User
manual>> for more details.



1.2 Log in WEB Interface

1.2.1 Device Initialization

It needs to implement initialization upon the device if it is used for the first time; the steps are shown as
follows:

Step 1

Open IE browser, input IP address of network speed dome in the address bar and press Enter button.
The system will display the interface which is shown in Figure 1-3 after it is successfully connected.

Device Initialization

Usermname admin

Password | |

Confirm Password | |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbaol{s) with at least two kinds of them_(please do not use special

symbols like "™ ; - &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-3

Note

Email address function is enabled by default; you can select to disable the function according to the
actual requirement.

Step 2

It is to set the password of admin user.

The config interface is shown in Figure 1-4.

Note

The password can be set as 8 to 32 nonblank characters, which can be made up of upper case, lower
case, number and special character (exceptl' 'L ,I "L ,I ;L ,/ :L andl &L ), and it has to contain at
least two types of characters. Make sure the new password is in accordance with the confirm password.
Please set the password with high security according to the password intensity prompt.



Device Initialization

Usemame admin
Password ||oto|o|ott||ol.to|ool |
Confirm Password ||oo.|onooo||ono--|ool |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them (please do not use special
symbols like " ;- &)

Email Address | |
To reset password, please input properly or update in time.

Save

Figure 1-4

Step 3
Set the email address which is used to reset password. The config interface is shown in Figure 1-5.

Device Initialization

Usemame admin
Password ||o-||¢|o||-oo|.-o|oo |
Confirm Password |I.ill.l.lli..i.i.l.. |

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them_(please do not use special
symbols like"™ ;- &)

Email Address [ |
To reset password, please input properly or update in time.

Save

Figure 1-5

Step 4
Click fsaveoand the WEB interface is shown in Figure 1-6.
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Step 5

Install or load plug-in according to the system prompt.

The plug-in installation interface will be closed automatically after plug-in installation is completed, the
WEB client will refresh automatically and it will generate the video interface shown in Figure 1-7.
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Figure 1-7

Note
The interface above is for references only, please refer to the actual device for more details.



1.2.2 Device Login

Step 1

Open IE browser and input IP address of network speed dome in the address bar, then press fEntera It
will display the interface shown in Figure 1-8 after it is successfully connected.

@lhua

Username:

Password:

Login l I Cancel

Figure 1-8

Step 2

Pl ease input your wusername laogidotopeater YWaBopeatation interfhcet h e n
Note

The device will be locked for 5 minutes if it inputs wrong password continuously for 5 times. It can

log in device again after lock time is over.

Step 3

It is to install or load plug-in according to system prompt after it logs in successfully. The plug-in

installation interface will be closed automatically after plug-in installation is completed, the WEB

client will refresh automatically and video will show up in the monitoring image.

1.2.3 Forget Password

Step 1

Click fForget Passwordoand the system will display the interface of fReset Passwordg which is
shown in Figure 1-9.



Reset the password(1/2)

QR code:

Notes(For admin only):

Please use an APP o scan the left R code to get
special strings. And then send the sfrings to
support_gpwd@htmicrochip.com.

The security code will be delivered to @ .com
Security code: |
| Cancel | | Mext |
Figure 1-9
Step 2
Please operate according to the instruction described in the interface.
Step 3

Input security code and then click iNexta The system will display the interface of fReset Passworddg
which is shown in Figure 1-10.
Reset the password(2/2)

Username admin

Password

Use a password that has & to 32 characters, it
can be a combination of letter(s), number(s) and

symbol(s) with at least two kinds of them.(please

do not use special symbols like " ;- &)
Confirm Password
| Cancel | | Save |
Figure 1-10



Step 4

Set the password of admin user again.
Step 5

Click fisaveoto complete setting.



2 Live

Users can implement several operations on the flLivedinterface upon the real-time monitoring image,
such as live, snapshot, record and etc.; you can also implement simple PTZ operation.
Click fLiveoto display fLiveodinterface which is shown in Figure 2-1.

protoco RN Bl 226308000

PTZ Control

w— 000

Speed(1-8):
Q Zoom e
e Focus c

. ‘ N 2017-09-20 14:01:19 Wed 2 (G
%\ < 0®o0

-0

PTZ Function

IP PTZ Camera

2 R b EE QO

Figure 2-1
SN Note
W Encode setting column
Y Video window adjust column
¥ System menu column
Y Video window function option column
Z PTZ config column

Table 2-1

2.1 Encode Setup

Note
Some models dond support two sub streams
The encode setup interface is shown as in Figure 2-2.



3in Stream Sub Stream 1 Sub Stream 2 Protocol m

Figure 2-2
Please refer to Table 2-2 for detailed information.
Parameter Function
Main stream Streaming media protocol connection, under main stream config,

monitor video or not. Generally for storage and monitor.

Sub (Extra) Streaming media} protocol connection, under sub stream 1
config, monitor video or not. When network bandwidth is

stream 1 ) o : i . .
insufficient, it substitutes main stream for monitoring.

Sub (Extra) Streaming media} protocol connection, under sub stream 2
config, monitor video or not. When network bandwidth is

stream 2 . A . i . o
insufficient, it substitutes main stream for monitoring.

You can select stream media protocol from the dropdown list.

Protocol ‘ ,
There are three options: TCP/UDP/Multicast

Table 2-2

2.2 Video Window Adjustment

100w 5D to BIE ©

DDA BODE

Figure 2-3

Parameter Note

Cl i ck #fAl ma g eandAtdavijl displayimmage adjustment interface on

L Image the right of the live interface, then you can adjust image brightness,
Adjustment
contrast and etc.
2. girzlglnal Click the button and it will display the actual size of video stream.

3. Full Screen button to exit the full screen.

Click it to go to full-screen mode. Double click the mouse or click the Esc

4. Width and
Height Click it to adjust image to original ratio or suitable window.
Ratio
5. Fluency There are three levels of fluency for you to select (real-time, normal,

Adjustment | fluent). The default is normal.




Parameter Note
Click it to enable preview page to display intelligent rules, the default is

6. Rules Info

enabled.
7. PTZ Click it to enable live page to display PTZ config item.
8. Panorama | Click the button to display panorama window in the live interface, it can
PTZ realize quick position, call preset, tour and other operations in the window.
Table 2-3

Image Adjustment

Image Adjustment

Figure 2-4

Parameter Note

I It is to adjust monitoring image brightness.

P o

It is to adjust monitoring image contrast.

It is to adjust monitoring image hue.

It is to adjust monitoring image saturation.

Restore brightness, contrastness, saturation and hue to system default
setup.

Feset

]ﬂﬂﬂ

Table 2-4

Note

The function can only be used to adjust the brightness, contrast, hue and saturation of the monitoring
image in WEB client. It needs to go to fSetup > Camera > Conditionsoto set the brightness, contrast,
hue and saturation of the device.




Panorama PTZ

Figure 2-5

Use left mouse button to draw a box to operate positioning in the window, the live page will display the
positioned |l ocation and zoom i n. Cl i ck 1 BoBfvertieas h 0O , F:

6°" 75%0 regain panorama image. Drag the picture ratio bar = to adjust the size of panorama

picture.

Figure 2-6

User can use the corresponding preset on the right of the window, please refer 8.8.2.1Pr eset 0 f or
more details about preset setting.
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Figure 2-7

User can use the corresponding tour on the right of the window, please refer to 3.3.2.2 Tourofor more
details about tour setting.

2.3 System Menu

Click each item to enter corresponding interface.

TR e — rre———

Figure 2-8

2.4 Video Window Function Option

a £ 3 & 3 8 F 9 93111

Figure 2-9
Please refer to the following sheet for detailed information.
SN Parameter Function
1 Regional Click it and use mouse to select any area in the video image,
focus and it can make the device auto focus in the selected area.
2 Remark Click it and then select pen color, you can write down the
mark information on the preview interface.
3 Gesture Click it and control the PTZ via dragging left mouse button in
Control the preview interface, mouse roller can control zoom rate.
4 Relay out Click the button to trigger alarm. The light becomes red/gray
when there is relay out/cancel.




When the video is in the original status, click it you can

5 Digital ; f
Zoom select any zone to zoom in. In the non-original status,
you can drag the zoom-in zone in specified range. Right
click mouse to restore previous status.
Click it; you can use the middle button of the mouse to
zoom in/out the video size.
6 Snapshot Click the button to snapshot, save picture to path in Chapter
3.1.25
7 Triple snap Click it, system can snap at 1f/s. All images are saved to path
in Chapter 3.1.2.5.
8 Record Click it, system can record. All images are saved to path in
Chapter 3.1.2.5.
9 Manual Click the button and then drag left mouse button to select any
track area in the video window, the speed dome will make smart
tracking to the object in the area.
Note: It needs to check fEvent >IVS Plan> Rule
Config>Smart Trackq otherwise, it will be invalid.
10 Audio Turn on or off audio when you are monitoring.
output
11 Talk Click it to start or end bidirectional talk.
12 Help Click it to open help file.

2.5 PTZ Config

You can control PTZ via PTZ control or virtual joystick; also you can enable the functions of preset, scan

and etc. in the PTZ setting area.

PTZ Control

Note

Users have to set PTZ protocol first before using PTZ control, please refer to iSetup > PTZ Settings >

Protocolofor more details.

Please refer to Figure 2-10 for the interface of PTZ control, refer to Table 2-6 for more details about

parameters.

Table 2-5

13



PTZ Control  Joystick

000
0®Oo
00O

Speed(1-8).
® O
© @
© -0

Figure 2-10

2 W=

Parameter Note

@ Use mouse to draw a box in monitoring video, PTZ will rotate, focus and
Quick Position | quickly position the scene.

PTZ supports eight directions: left/right/up/down/upper left/upper right/bottom
left/bottom right.

PTZ direction

It controls rotation speed. The longer the step length, the higher the speed.
Step length control PTZ, zoom, focus and iris.

Click to increase value and click E to decrease value.

Note:
Some cameras dond support iris, please refer to the actual devices for details.

Speed

Zoom/focusl/iris

Table 2-6

Virtual Joystick

The virtual joystick interface is shown as below. See Figure 2-11.

This function allows you to control the button in then center to simulate the joystick operation. You can
use it to control device movement.

14



Joystick

speed(1-8): [ KA
e Zoom o
e Focus o
e Iris o

Figure 2-11

The setting method of speed, zoom, focus and iris is the same as that of the PTZ control.

PTZ Setting
Note
Please refer to M.3 PTZ Settingofor more details.

P Start

The PTZ can support various functions. Click to start some certain PTZ function, and at this

B Sto
moment the fBStart/Stopobutton becomesl—p‘, click the button to stop the PTZ function. The

config interface is shown in Figure 2-12; please refer to Table 2-7 for more details about each function.

Preset

Tour
Pattemn
Assistant
Pan

Go to

Figure 2-12

Please refer to the following sheet for PTZ setup information.
15



Parameter | Function
Scan Select Scan from the dropdown list, click Start button, you can begin
scan operation. Default SN is 1.

Preset Input the preset value and then click View button, the camera turns

to the corresponding position of the preset.

Tour Select Tour from the dropdown list and then click Start button, you

can begin tour.

Pattern You can select Pattern from the dropdown list and then click Start

button to begin PTZ movement.

Assistant seierve extended function, it can support special requirements.

ote
It is recommended to enable the function with the guidance of
professional staff if necessary; otherwise it may cause some
unexpected problems.

Pan Select Pan from the dr opdownandit

can realize horizontal rotation of the PTZ.

Wiper S_elect Wiper, click fOpenOto enable wiper function; click fiClosedto

disable wiper function.

Go to . ltis the accurate positioning function. Please input
corresponding horizontal angle, vertical angle and zoom speed
andthenclick A Gbo o button to go to a

. One unit of the horizontal angle or vertical angle stands for 0.1
degree.

Table 2-7

Menu
The menu interface is shown in Figure 2-13; please refer to Table 2-8 for more details about parameters.

PTZ Function Menu

oo
o

Figure 2-13

Parameter Note

Up and down buttons are used to select parameters, left and right buttons

Direction button
are used to select parameter value.

16



Parameter Note

OK Click it to confirm.
Open Open OSD menu.
Close Click it to close menu.

Table 2-8

Click Open to enable menu function, then you can see the OSD menu in the monitoring image, which is
shown in Figure 2-14.

Figure 2-14

Here you can set the following items:

Camera: pl edsEeCanmedrear QGoondii ti ono.
PTZ: pleadd8Pme&fseettongo.

System: Please referto.6 Sy st e mo .

Users can modify the location of OSD menu in /4.1.2.3 Video Overlaya

17



3 Playback

You can playback the saved video or picture in the fPlaybackointerface.
Note

It needs to set record, snapshot period, storage method, record control and other parameters in .5
Storage Managementobefore implementing playback operation.

Click fPlaybackoitem, and the system will display fPlaybackointerface, which is shown in Figure 3-1.

e XO)

Fie Tye
Data Src SD Card v
IMay v [ERQ 2015 (%

Sun Mon Tue Wen Thu Fri Sat
1l2]3f«]s]s]7

8.9 10 11 12 13 14
1516 17 |18 19 20 21
2223 24 25 26 27 28

29 130 31

00000 O -0

Stop Record Type All General W Event l Alarm Manual |

Figure 3-1

3.1 Video Playback

Select file type as fdavoand the system will display the interface which is shown in Figure 3-2. Refer to
Table 3-1 for more details about parameters.
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00000 O

Stop Record Type All General W Event B Alarm Manual B

Figure 3-2

File Type dav

Data Src SD Card i
—Apr x < -2016 >

Sun Mon Tue Wen Thu Fri Sat
1 2

34|56 7)8]°9

101112 13 1416

1718 19 20 21 22 23

24125 26 27 28 29 30

CIETTERrD

pd

Note

Play function column

Record type column

Assistant function column

Playback file column

Playback clip column

Progress bar time format column

~Noja|slwN k| n

Progress bar

Table 3-1
3.1.1 Play Function

Play function column is shown in Figure 3-3, refer to Table 3-2 for more details about parameters.

00000 O =@

L e d 6 @

Figure 3-3

22:00 24:00

[Ozn] 0 [ 0 [ Qo]
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Parameter Function

When you see this button, it means pausing or not playing record. Click this
button and switch to normal play status.

>

Play

=<

Stop Click this button to stop playing video.

Click this button to go to next frame.
y  Next frame Note
You shall pause playback when you use this function.

Y Slow Click this button to play slowly.

Fast Click this button to play fast.

When this button displays, it means audio is silent. Click this button to switch

2 Mute back to normal.
Z Volume Left click mouse to adjust volume.
Z Rulesinfo Click the button to display intelligent rules after enabling playback video.

Table 3-2

3.1.2 Record Type
Check record file type, the only selected file will be displayed in progress bar and file list. See Figure 3-4.

RecordType Al [ General @ [EMotion @ [ Aam ™ Manual W

Figure 3-4

3.1.3 Assistant Function
Video playback assistant function is shown in Figure 3-5.

Figure 3-5

Parameter Function

Click it, you can zoom in any area when then playback video is
. in original status. In non-original status, you can zoom in
1. Digital Zoom specified zone, Right click mouse to restore its original size.

Click this button; you can scroll to zoom in/out video.

2C



Parameter Function

Click this button; you can take snapshot over the video under

2. Snapshot playback status. Snapshot will be saved to path in chapter 4.1.2.5

3. Help Click it to open help file.

Table 3-3

3.1.4 Playback File
In calendar, the date with blue shading means the current date having video record or snapshot file.
See Figure 3-6.

Data Src

¢ >

Sun Mon Tue Wed Thu Fri Sat
T

12

Parameter Function
. S e |l e c tanditdnean®record video playback.
File Type _ ..
S e | e c tandiit me@agsicture playback.
Data Source Itis SD card by default.

Table 3-4

The config steps are shown as follows.

Step 1.

Click the date in blue, time axis displays record file progress bar in color. While, green represents
normal record, yellow represents motion detect record, red represents alarm record, and blue
represents manual record.

Step 2.



Click certain time location on the progress bar, playback of the record file starts from this time spot. See

Figure 3-7.

Step 3. Click file list

Step 4. Double click the file in list, playback this file and display file size, start time and end time.

See Figure 3-8.

Figure 3-7

, the file of selected date will be displayed in the list.
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00 - 00 - 00 - 23 - 59 - 59 jKe}

DownLoad Format ‘® dav '@ mp4

Start Time  File Type
|

13:04:22
13:04:58
131208
13:21:22
13:22:44
132412
13:24:32
133822
13:45:18

14:40:14

(el eNeleleNeleleNelele

€11 > M B
Begin Time: 2013-12-18 13:03:20
End Time:

File Size:

Figure 3-8

Parameter

Function

ESearch

It means searching all the record files between start time and end time of
selected date.
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Parameter Function
Record
Download There are two formats: dav, mp4.
Format
Recor d t y pclck davnidadoauitan to download file to local.

. Record t vy p,elickifBownfoaudp Buthon and download file to path in

m Chapter 3.1.2.5.
Download
Note
System does not support download and playback of MP4 file at the same time.
ya Click fBacko button to go back to calendar interface, then you can select time
Back again to operate.

Table 3-5

3.1.5 Playback Clip

Note

The record file which is being playbacked will pause automatically when using playback clip function,
which means that playback clip and playback ¢ a rbé implemented at the same time.

00:00:00-00:00:00 B

Figure 3-9

Step 1
Click start time to clip on time axis. This time must be within progress bar range.
Step 2

Move mouse above the clip icon
Step 3

, and fSelect Start Timeowill show up in the lower right corner.

Click clip icon 5;5 and complete the setting of start time for playback clip.
Step 4

Click end time of playback clip on time axis, and the time must be within progress bar range.
Step 5

Move mouse above clip icon 5;5 , and fBSelect End Timeowill show up in the lower right corner.
Step 6

24
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Click clip icon 5"5 , and complete the setting of end time of playback clip.
Step 7
Click isaveobutton to edit file in the path of iPlayback Cliposet in the M.1.2.5 storage patha

3.1.6 Progress Bar Time Format

(Dzdnr | O2hr b | O z0min

Figure 3-10

Parameter Function

24 hours Click it and the progress bar will display in 24-hour mode.

Ozhr |, hours Click it and the progress bar will display 2 hours of the video.
O1hr 1 hour Click it and the progress bar will display 1 hour of the video.
(D 30min 30 min Click it and the progress bar will display 30 minutes of the video.

3.2 Picture Playback
Select file type as fj p and the system will display the interface shown in Figure 3-11.

©)

File Type
LEFESN SD Card v

—Apr v < puke >

Sun Mon Tue Wen Thu Fri Sat
112

3 4 5 6 7 8 9
10 1112|1314 [15] 16
1718192021 22| 23

24 125 2627 28 29 30

[>)

Snapshot Type Al General M Event B Alarm
























































































































































































































































































































































































